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Abstract: This Trends article discusses the vulnerabilities of protecting physical assets with purely
physical means, as well as the potential benefits of non-physical approaches.
The most common response to protecting physical assets is to set up static physical protection. Most
often this entails the construction of a physical system that might include fences that vary in thickness,
constituent material, permeability, height, depth below ground, flexibility, mobility, and distance from
what truly needs to be protected. Added to fences may be technology-based remote sensors, proximal
and distal trenches, stone and cement blocks, and yet other barriers. In a figurative sense, human
protectors also may be considered as static physical protection.
One problem with a physical protection approach is running the risk of developing a Maginot Line that
can be flown over or that can remain vulnerable to mortars, missiles and the like that also would fly over
physical protection. Physical protection also can be destroyed via explosives and ammunition as well as
cut into or pierced with yet other physical tools.
In contrast, a non-physical approach alone or in conjunction with a physical approach presents an
interesting alternative or adjunct. A prototype could be modeled on a neighborhood watch program.
Employees and other individuals authorized to be proximal to an area deemed worthy of protection
would be trained and appropriately motivated to recognize, report, and effect yet other rules of
engagement concerning anomalies. These anomalies could include unknown people in or proximal to
the area, known people engaged in unwarranted activity, unauthorized equipment and other materiel in
or proximal to the area, and anything else deemed to pose a potentially significant threat.
Certainly it’s the case that human constituents of the neighborhood watch can be subverted, can be
covert adversarial operatives, or can be murdered, injured, or threatened. However, human resource
management activities, counterintelligence programs, and other security programs can help minimize
such vulnerabilities. Moreover, immediately after on-the-job murder and intentional injury, the element
of surprise becomes attenuated as the neighborhood watch system is activated. And, in addition, it’s
much more difficult to deconstruct or destroy a social psychological phenomenon such as a
neighborhood watch system than merely some of the people constituting it.
In a world wherein corporate entities are marketing the physical approach for reasons good and bad,
the non-physical approach may present less upfront costs and more security in some situations. In the
high threat environment of suicide bombers, the non-physical approach can be an appropriate adjunct.
(See Bennett, T. (1989). Factors related to participation in Neighbourhood Watch schemes. British
Journal of Criminology, 29, 207-218; Darian-Smith, E. (1993). Neighborhood Watch--who watches
whom? Reinterpreting the concept of neighborhood. Human Organization, 52, 83-88; Sasson, T., &
Nelson, M. K. (1996). Danger, community, and the meaning of crime watch: An analysis of the
discourses of African American and White participants. Journal of Contemporary Ethnography, 25, 171200; Shernock, S. K. (1986). A profile of the citizen crime prevention activist. Journal of Criminal Justice,
14, 211-228.) (Keywords: Physicality, Security)
1
Published by Scholarly Commons, 2003

1

